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Computer Ethics

Privacy - responsibility to protect data about individuals
Accuracy - responsibility of data collectors to authenticate
information and ensure its accuracy

Property - who owns information and software and how can they
be sold and exchanged

Access - responsibility of data collectors to control access and
determine what information a person has the right to obtain about

others and how the information can be used
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Intellectual Property (IP) Right

According to World Trade Organisation (WTO)
Intellectual property rights are the rights given to persons over

the creations of their minds.
They usually give the creator an exclusive right over the use of

his/her creation for a certain period of me.



Copyright (1)

The rights of authors of literary and artistic works (such as books
and other writing, musical, compositions, painting, sculpture,
computer programs and films)
Minimum period of 50 years after the death of the author.
In US
Last until 70 years after creator’s death.
For corporate copyrights or anonymous works, last 95 years
from date of publication or 120 years from date of creation,

whichever is shorter.



Copyright (2)

In Thailand
Maximum term for jail served is 4 years
Up to 800,000 Baht fine.
Owner can get half the fine.
Literary works get 50 years after the death of the author.
Sound recording works get 50 years after the death of the
authorship.



Copyright (3)

You get automatic protection.

Applying for protection is just a record.

COPYRIGHT



Copyleft

You are free to use.

Whatever you use it in becomes free too.

copyleft



Use Copyright Free Resources

Images
http://www.sxc.hu/index.phtml
Sounds
http://www.freesound.org
Fonts

http://www.1001freefonts.com



Software Licenses

Copyright can be licensed.
There are four types of software licenses:
Public Domain
Freeware
Shareware
All Rights Reserved



Public Domain

Public domain software has no owner and is not protected by

copyright law.

It was either created with public funds, or the ownership was
forfeited by the creator.

Can be copied, sold, and/or modified

Often is of poor quality/unreliable



Freeware License

Freeware is copyrighted software that is licensed to be copied and
distributed without charge.
Freeware is free, but it’s still under the owner’s control.
Examples:

Firefox

Skype

AVG



Shareware License

A shareware software license allows you to use the software for a
trial period, but you must pay a registration fee to the owner for
permanent use.

Some shareware trials expire on a certain date

Payment depends on the honor system
Purchasing (the right to use) the software may also get you a
version with more powerful features and published

documentation.



All Rights Reserved License

May be used by the purchaser according the exact details spelled

out in the license agreement.
You can’t legally use it — or even possess it — without the

owner’s permission.



Well-Known Open-source License

Apache License

GNU General Public License (GPL
Version 2.0)

GNU Library or Lesser General
Public License (LGPL Version 2.0)
Mozilla Public License 1.1

Eclipse Public License

Q




Software Piracy

SPA (Software Publishers Association) polices software piracy and
mainly targets:
Illegal duplication
Sale of copyrighted software
Companies that purchase single copies and load the software
on multiple computers or networks

They rely on whistle-blowers.



Trademark

Protect identifying words, phrases, symbols, logos, and designs.

Trademark



Patent

Protect Invention
Last for 20 years (10 years for design).
Can also protect a business practice or procedure.
Expensive to get but can be very lucrative.
IBM - 3,100 patents in 2007; earn 2 billion per year



Plagiarism (1)

Copy text to put in your report.
Raed more.

http://stang.sc.mahidol.ac.th/eng/research/plagiarism.htm



Plagiarism (2)
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@, | COPY ] PASTE

Register Now Not a Turnitin Customer? Get a Quote

Turnitin for Educators WriteCheck for Students iThenticate for Researchers

AYE . Turnitin Acquires LightSide Labs to Support
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Digital Forensics

Extracting evidence from computers or other digital devices
Usually involves extracting the contents of files and interpreting

their meaning



Example of DF Cases

Twitter "
We had network issues today related to a
6 August 2009 DDoS attacks to R
. . restored for most people and we're
social sites. investigating further.

According to Symantec data,
there are approximately

808,000 infected domains
BTK
After eluding police for more than 30 years, a serial killer in

Kansas arrested by investigating letter send via floppy disk.



Digital Forensic Branches

Disk Forensic

Flash Drive, HDD, USB Devices.
Network Forensic

Monitoring and analyzing network traffic.
Memory Forensic

Analysis of system dump.
Mobile Forensic

Acquire deleted and undeleted data.
Cloud Forensic

Forensic network analysis on Cloud computing architecture.



Use of Digital Forensic

Criminal Investigations
ldentify thief, e-Crimes.
Civil Litieation
eDiscovery
Intellicence

Terrorist attacks.



Four Steps of Forensic Process

Acquisition
Identification — Technical Analysis

Evaluation — What the Lawyers Do
Presentation



Chain of Custody

Must enforce ticht controls over evidence access.
Must identify who has possession of the evidence and where it is

at all times.



Law Enforcement Successes (1)

- Robert Tappan Morris Jr. — the |
Morris Worm Nov. 1988 - | ,:.“..,.,“m.twm )
convicted under the 1986 e
Computer Fraud and Abuse Act to
3 years probation, 400 hours
community service, and $10,000

fine.




Law Enforcement Successes (2)

Kevin Mitnick — hacking spree — pled
cuilty in 1999 to various counts of
wire fraud, computer fraud and
illegally intercepting a wire

communication; sentenced to 46

months in prison, $4,125 restitution,

3-year supervised release.



Law Enforcement Successes (3)

“Mafiaboy” (Michael Demon Calce) -
DoS attacks in 2000 — 15-year old
Canadian arrested in April 2000;
charged with 12 counts of “mischief

to data’ and 54 counts of illegal use
of computer systems; pleaded guilty
to 56 of the 66 charges; sentenced
to 8 months youth detention and 1

year of probation.



Law Enforcement Successes (4)

David Smith — the Melissa Virus
March 1999 — arrested in April
1999; in May 2002, sentenced to
20 months in jail and a $5,000.




Law Enforcement Successes (5)

lan Murphy aka Captain Zap, was
apparently fed up with his phone
bill, so he and some buddies
broke into AT&T's computers in
1981 and changed the internal

clocks that metered billing rates




Code Red

Code Red was a computer worm observed on the Internet on July
15, 2001. It attacked computers running Microsoft's IS web server.
The Code Red worm was first discovered and researched by ekye
Digital Security employees Marc Maiffret and Ryan Permeh. They
named it "Code Red" because Code Red Mountain Dew was what

they were drinking at the time.



ILOVEYOU

ILOVEYOU, sometimes referred to as Love Letter, was a computer
worm that attacked tens of millions of Windows personal computers.
It started spreading as an email message with the subject line
"ILOVEYOU" and the attachment "LOVE-LETTER-FOR-YOU.txt.vbs".

The latter file extension (in this case, 'VBS' - a type of interpreted file)
was most often hidden by default on Windows computers of the
time, leading unwitting users to think it was a normal text file.
Opening the attachment activated the Visual Basic script.

The worm did damage on the local machine, overwriting imace files,
and sent a copy of itself to all addresses in the Windows Address
Book used by Microsoft Outlook. In contrast, the Melissa only sent

copies to the first 50 contacts.
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